A few months ago, | saw a post on Linkedln about a badly designed security
warning.




&> Adam Shostack - 1st
Leading expert in threat modeling + secure by design. Training « Consultin...

View my services
2mo - ®

What am | supposed to do here, Microsoft?

Serious question. This dialog fails every bit of #usable #security advice I've ever
seen.
1.
Advanced Threat Protection - Safe Links

Verification of this link failed due to an error. Learn more

https://www.cia.gov/readingroom/docs/19950601.pdf

Skip verification

Cancel navigation

CED You and 95 others 34 comments - 2 reposts

If you're like me, your reaction is something like...

Source/lmage: https://www.linkedin.com/posts/shostack_usable-security-
activity-7416636096668774400-qtOU/




Wat?

Image: https://emojiisland.com/products/flushed-iphone-emoji-jpg




&> Adam Shostack - 1st
Leading expert in threat modeling + secure by design. Training « Consultin...

View my services
2mo- ®

What am | supposed to do here, Microsoft?

Serious question. This dialog fails every bit of #usable #security advice I've ever
seen.

| O
Advanced Threat Protection - Safe Links

Verification of this link failed due to an error. Learn more

https://www.cia.gov/readingroom/docs/19950601.pdf

Skip verification

Cancel navigation

€E% You and 95 others 34 comments - 2 reposts

The irony here is that Adam Shostack was a coauthor of a Microsoft paper on
how to write good security warnings that was published nearly 15 years ago
(2012).

Source/lmage: https://www.linkedin.com/posts/shostack_usable-security-
activity-7416636096668774400-qtOU/




Cybersecurity Warnings

John Benninghoff
Security Differently

This talk came about because of an ongoing collaboration with a former
coworker who led our UX team. Her PhD thesis was on safety warning labels.

I’ll have a QR code at the end for you to download the slides with notes and links
to all the references.

Let’s start with a brief history of safety warnings and cybersecurity warnings.




—

OXALIC ACID

PCISCN! CAUTICN!

ANTIDOTE~—Carbonate of soda, potash, lime, magnesia, chalk,
calcined magnesia, followed by demulcent drinks, white of egg or
milk. Apply heat to extremities, stimulants as needed.

CASE’S DRUG STORE, Main & Mulberry Sts.. Logan, O.

Early safety warnings included poison warnings directed at consumers and
warnings in factories to prevent worker deaths. "In 1927, the United States

enacted its first federal warning legislation, the Federal Caustic Poison Act
(FCPA).”

Source: Wogalter, M. S. (2006). Handbook of warnings. Lawrence Erlbaum
Associates. https://www.routledge.com/Handbook-of-

Warnings/Wogalter/p/book/9780805847246
Image: https://olddesignshop.com/2014/10/oxalic-acid-poison-label-free-

vintage-clip-art/




HIGH
VOLTAGE

Industrial warnings were first standardized in 1941, in ANSI Z35 (now Z535) - The
radiation symbol was added in 1959 and biohazard in 1968.

Source: https://en.wikipedia.org/wiki/ANSI_Z35

Image: https://commons.wikimedia.org/wiki/File:Z35-1968_Sign_-_Danger._-
_High_Voltage.svg

Bonus:
https://web.archive.org/web/20120213165520/http://www.hms.harvard.edu/ors
p/coms/biosafetyresources/history-of-biohazard-symbol.htm




KEEP HANDS and FEET AWAY

Importantly, safety warnings have been driven by employer and product liability
that established a duty to warn.

But, what about cybersecurity? Antivirus software, an early source of warnings,
wasn’t created until the 1980s. One problem: early antivirus software would
sometime flag a benign file as a virus (false positive).

Source: Wogalter, M. S. (2006). Handbook of warnings. Lawrence Erlbaum
Associates. https://www.routledge.com/Handbook-of-
Warnings/Wogalter/p/book/9780805847246

Image:
https://commons.wikimedia.org/wiki/File:16_CFR_8_1205.6_Warning_label_for_r
eel-type_and_rotary_power_mowers.svg




MchAfee VShield

The file C:\Windows\Desktop\Eicar.com is infected
with the EICAR-STANDARD-AV-TEST-FILE virus. What
would you like to do?

<Clean> <Delete> <Continue> <Stop> <Exclude>

Figure 3-5. System Scan response options

McAfee VirusScan, 1999. Clean = try to clean, Continue = ignore and keep
scanning, Stop = stop scanning, Exclude = mark as safe and continue, Delete =

only safe option. Again, if you're like me, your reaction is...

Image/Source: http://archive.org/details/mcafee-virusscan-for-windows-95-and-
windows-98-users-guide-version-4.0.1




Wat?

Image: https://emojiisland.com/products/flushed-iphone-emoji-jpg
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w Hierarchy of Controls

effective
Physically remove
the hazard
Replace
the hazard
ENG neering Isolate people from
Contr Ub the hazard
Administrative Change the way
Controls people work
Protect the worker with
Personal Protective Equipment

Least
effective

So, what can we learn from safety warnings? The Hierarchy of Hazard Controls is
an idea from safety that’s overdue to be adopted in technology. It’s a reminder
that warnings are the least effective control, and when a more effective controlis
feasible, it should be used instead (or in addition to). This can be simplified as:
Design, Guarding, Warning.

Source: https://en.wikipedia.org/wiki/Hierarchy_of_hazard_controls,
https://journals.sagepub.com/doi/10.1177/1557234X0600200109

Image:
https://commons.wikimedia.org/wiki/File:NIOSH’s_*“Hierarchy_of_Controls_infog
raphic”_as_SVG.svg
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This is an external email and may be malicious. Please take care when clicking links or opening

attachments.

How many people get a warning like this in their email? How many still pay
attention to it? How many change their behavior because of it? Story from school
—discussion of a student forgetting to fold in the mirrors of their truck — most
suggested some type of warning, except an Oil & Gas professional, who said “get
a bigger garage”.

Phishing is better handled through guarding (blocking malicious emails) and
design (phishing-resistant MFA = passkeys — Dan Lew’s talk at 11:35).
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Rotating fan blade can
cause serious injury.

Keep hands clear.

Install guard before
use.

Turn off and lock out
unit before servicing.

Explicitness: safety warnings are clear about the hazard and the potential
consequences of an accident.

Source: https://journals.sagepub.com/doi/10.1177/1557234X0600200109
Image:
https://commons.wikimedia.org/wiki/File:ANSI_Z535_Style_sign_Warning_010.sv
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JParole

iaps Lesal

New sign in request for
jbenninghoff

Web Browser

Annapolis, MD, US

Approve sign in?

Approve Deny

/| Remember my password on this device

| took the picture on the left while hiking; again, the sign is quite explicit about
the hazard and outcome. The screenshot on the right is a typical “approve sign-in
screen.” (recognize it?)




JParole

daps Lesal

New sign in request for
jbenninghoff

Web Browser
Annapolis, n;m, us
Approve sign in?
Approve Deny

/| Remember my vord on this

Warning: if this wasn’t you, if
you click “Approve”, you will
lose control of your account.

We can add a better warning for the approve sign-on screen on the right!
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! Do Not Die Today

H ' Use caution! Hike Smart
L}
H T sert can be deadly.

I

Another example of an explicit warning that works.

Photo: Tony Martin-Vegue

16



Cybersecurity Warnings

Examples: Action-Required, Judgement-Required

Key insight: there are two types of cybersecurity warnings:

Action Required: Hazard is known, but the user must act because the system

can’t.
Judgement Required: Hazard may or may not be present, and the user must

make arisk decision.

We’ll look at examples of both, action-required first (less common).
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v Compromised website o

This website was affected by a security breach since you last changed
your password. Change your password to keep your account safe. Learn
more about this security breach.

Change password on website Ignore

Action-required example: in the 1Password App, selecting a Login that has
experienced a breach generates a warning banner above the Login entry. It’s

clear and explicit and makes it easy to act.
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r A

@ Change this compromised password X

A security breach on this website has put
your current password at risk.

CI  Change now_
Change now
jbenninghoff ange no

| ————.

If the banner warning is ignored, 1Password displays an additional warning after
autofilling the username and password, prompting a password change when it’s
most accessible. (Good design)
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Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for

example, passwords, messages, or credit cards). Learn more about this warning

NET::ERR_CERT_AUTHORITY_INVALID

Judgement required example: Microsoft Edge certificate warning. It uses some
gating (must click Advanced to continue).
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A

Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for
example, passwords, messages, or credit cards). Learn more about this warning

NET::ERR_CERT_AUTHORITY_INVALID

Hide Advanced

This server couldn't prove that it's udm-pro.technomagik.net; its security certificate
is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Continue to udm-pro.technomagik.net (unsafe)

This is somewhat explicit but uses jargon and doesn’t describe the most

common scenarios (self-signed or expired cert vs small chance of listening in).

Also, where’s the certificate? | might need that information to decide..
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Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for
‘example, passwords, messages, or credit cards).

NET-ERR_CERT_AUTHORITY_INVALID

‘Subject: unifi local

[ unifiJocal

Expires on: Jan 25, 2027
Current date: Feb 11, 2026

PEM encoded chai
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This server couldn't prove that it's udm-pro.technomagik.net; its security certificate
is 1ot trusted by your computer's operating system. This may be caused by a
or an attacker your

Continue to udm-pro.technomagik.net (unsafe)

Clicking on “NET:ERR_CERT_AUTHORITY_INVALID” reveals some certificate
information. Why is this hidden?




W This Connection Is Not Private

This website may be impersonating “udm-pro.technomagik.net” to steal your personal or
financial information. You should go back to the previous page.

Show Details Go Back

Safari certificate warning. How does this compare?




& This Connection Is Not Private

This website may be impersonating “udm-pro.technomagik.net” to steal your personal or
financial information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is not valid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can visit
this website.

A bit more explicit, but the language could be cleaner and include common
examples (self-signed certificate).
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Safari shows you the entire certificate, which is better; you can see that the cert
is self-signed.
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“Endless Sky"” Not Opened

Apple could not verify "Endless Sky" is
free of malware that may harm your Mac
or compromise your privacy.

Done Move to Trash

This is one of the most sophisticated security warnings I’ve found! This warning
appears when opening an unsigned application on macOS.

| bet you’re thinking something like this...
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| bet you’re thinking something like this...

Image: https://emojiisland.com/products/unamused-iphone-emoji-jpg
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“Endless Sky"” Not Opened

Apple could not verify "Endless Sky" is
free of malware that may harm your Mac
or compromise your privacy.

Done Move to Trash

What makes this warning sophisticated? It’s Necessary, Explicit, and only offers
safe choices. But what if you understand the risks and want to run an unsigned
application anyway?
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lYKYK!

There’s hidden gating here — if you know how macOS security works, you can
bypass the warning. This is a way of gating based on the user’s knowledge, to see
if they are “qualified” to make an informed decision to ignore the warning.
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ece
Q¢

g Notifications
&y Sound

Focus

8 Screen Time

n Lock Screen

Privacy & Security

! Touch ID & Password

Users & Groups

@ Internet Accounts
@ Game Center

® iCloud

E Wallet & Apple Pay

) Keyboard

W) Mouse

U Trackpad

{2 Printers & Scanners

< Privacy & Security
L Speech Recognition
a Sensitive Content Warning

g Analytics & Improvements

Q Apple Advertising

? Apple Intelligence Report
Security
Allow applications from

ko) Filevault
W&/ Accessories

0 Lockdown Mode

Off

App Store & Known Developers ¢

On

Ask for new accessories

Advanced...

?

This is what the Privacy & Security tab in System Settings normally looks like.
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[ XN < Privacy & Security

Q
g Analytics & Improvements

g Notifications
m Sound Q Apple Advertising

Focus

4 ) Apple Intelligence Report On

B Screen Time =
g Lock Screen Security

¥ Privacy & Security

—~ Allow applications from App Store & Known Developers &

! Touch ID & Password

N
Users & Groups “Endless Sky" was blocked to protect your Mac. Open Anyway
@ Internet Accounts Apple could not verify “Endless Sky" is free of malware that may harm your Mac or

G o compromise your privacy.
W Game Center

®» iCloud N

o) Filevault On
e Wallet & Apple Pay

\&# Accessories Ask for new accessories
) Keyboard
) Mouse 0 Lockdown Mode
) Trackpad

Advanced... ?

) Printers & Scanners

After you try to open an unsigned application, an extra setting will appear here —if
you know it’s there, you can bypass the gating and open the application.




Lightning Round!

Let’'s moeck see some more examples!

And...
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Unable to verify the identity of the website “192.0.2.1".

The certificate for this website is invalid. You might be connecting to a website that is
pretending to be “192.0.2.1", which could put your confidential information at risk.
‘Would you like to connect to the website anyway?

Show Certificate Cancel

This is a warning | got when connecting to Wi-Fi at a conference...

33



Unable to verify the identity of the website “192.0.2.1".

The certificate for this website is invalid. You might be connecting to a website that is
pretending to be “192.0.2.1", which could put your confidential information at risk.
Would you like to connect to the website anyway?

" Always trust “l0S-Self-Signed-Cer 10 “192.0.2.1"

10S-Self-Signed-Certificate-4073395637

Root certificate authority

Expires: Tuesday, October 17, 2034 at 1:35:52 PM Eastern Daylight Time
@ This root certificate is not trusted

Hide Certificate

In this case, I0S = Cisco 10S. Why?
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**********WARNING**********

This computer system is the property of Veli.Co. It is for authorized use only. By
using this system, all users acknowledge notice of, and agree to comply with, the
Company'’s Acceptable Use of Information Technology Resources Policy (“AUP”).
Click here to read the policy. Users have no personal privacy rights in any materials
they place, view, access, or transmit on this system. The Company complies with

state and federal law regarding certain legally protected confidential information,
but makes no representation that any uses of this system will be private

Warning banners...they’re terrible and are based on a security urban legend that
if you don’t have them, you can’t prosecute...
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SmartScreen can't be reached right now

Check your Internet connection. Microsoft Defender SmartScreen is
unreachable and can't help you decide if this app is ok to run.
Publisher: Blackmagic Design Pty Ltd.
File Type: .exe
App: DaVinci_Resolve_20.3.1_Windows.exe

Why are we even seeing this message? This could be solved through improved
design.




This isn’t even a security warning, but a couple people asked about it, so I’'m
including it!

Source: https://en.wikipedia.org/wiki/Guru_Meditation
Image: https://commons.wikimedia.org/wiki/File:Amiga_Guru_Meditation.gif
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And our winner...
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Do you want to allow Claude Agent to Agent?

Don't Allow Allow

Screenshot: Graham Wood
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Thank you!
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Exposed Technology Increased Claims Likelihood

Cisco ASA device x4.7 — 11.6 [3,5]

Citrix VPN x11.6 [5]

Fortinet device x3-5 [1,5]

VPN panels

Pulse Secure VPN

*IP count is also in with a shout
Sources: [1] Coalition, 2023; [2] Bitsight, 2023; [3] Coalition. 2024; [4] Coalition, 2026; and [5] AtBay. 2024

This has nothing to do with warnings, but if your organization uses VPNs, they
should know that companies with VPNs and other perimeter security devices are
much more likely to file a cyberinsurance claim. You are safer using the internet
(and appropriate controls, like MFA) than an “internal” network! (Thanks to Daniel
Woods!)

Source:
https://www.linkedin.com/feed/update/urn:li:activity:7454125124451995648/
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Slides, Connect & Website

Slides:
E jbenninghoff.com/qr

Connect:
linkedin.com/in/jbenninghoff/

Website:
jbenninghoff.com
security-differently.com

Scan the QR code for slides and more!
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