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Deploy Dynamic Scanning

b P H O .

n Repot Find Scanlog PowerTools

By: Severty

ecurity Issues (1828 variants) foe My Applicaticn”
wthentication Bypass Using SQL Injection (2)
ross-Site Scripting (15)

1OM Based Cross-Site Scripting (3)

ormat String Remote Command Execution (1)
hishing Through URL Redirection (1)
redictable Login Credentials (1)

QL Injection (13)

tp:/ aspx (2)
O lsthccounts
© 2mUserd (Cookie)
tp:/ i 2
tpe/ aspx (3)
tp:/ aspx (3)
httpe//demoserver/altoro/bank/ws.asmx (2)
B htp:/ aspx (1)
Inencrypted Login Request (S)
Iross-Site Request Forgery (7)
lirectory Listing (1)
wdequate Account Lockout (1)
ink Injection (facilitates Cross-Site Request Forgery) (7)
Ipen Redirect (2)
ath Traversal (1)
hishing Through Frames (7)
ession Identifier Not Updated (1)
Path Injection (1)
(SP.NET Custom Error Path Disclosure (1)
wtocomplete HTML Attribute Not Disabled for Password Field (2)
latabase Error Pattern Found (17)
lirect Access to Administration Pages (2)
lirectory Listing Pattern Found (1)
rror Page Path Disclosure (15)
lidden Directory Detected (4)
ficrosoft ASP.NET Debugging Enabled (2)
ficrosoft IS Non-Existent idq File Path Disclosure (1)
fissing Cross-Frame Scripting Defence (7)
fissing HttpOnly Attribute in Session Cookie (4)
Inencrypted _VIEWSTATE Parameter (3)
Insigned _VIEWSTATE Parameter (3)
ipplication Error (17)
ipplication Test Script Detected (1)
mail Address Pattern Found (3)
ITML Comments Sensitive Information Disclosure (4)
ossible Server Path Disclosure Pattern Found (20)

W

» fhank/: aspx 3 listA

‘ This security issue was detected by AppScan's server-side glass box agent. Below are source code details about the natul
| " tested application.

Glass Box Information

Enclosing Method

Method Name: GetBalance

Class Name: Altoro.Account

File Name: e:\ b a. bank . 85pX.C8

Line Number: 109

Sink (Method whose i ion with an itized argument i 3

Method: woid ctor(System.String argl, System.Data.OleDb.OleDbConnection arg2)
Cass Tome System.Daza.OleDb

Value of argument argl: SELECT SUM(IIF(debite0,amount,(-amount)) AS Balance FROM transactions Wi
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Create

Marketing Blog Projects / MBP-9

LERD Getting your Business Teams into .
Getting your Business Teams into JIRA Core
MBP-8 # Edit () Comment Assign  More ~ Ready For Rey
Customer Story - Getting Organized with JIRA ...
Details

MBP-7
JIRA Core Webinar Blog Type: Task Status: IN

Priority: T (Vi
MBP-6 .

Medium Resolution: Un

Customize Your Workflows with JIRA Core ut

Labels: None
MBP-5
Customer Story - Tracking Work in JIRA Core L

Description

MBP-4 How Marketing, HR, Finance and Legal Teams can use JIRA Core.
Tips and Tricks Blog Series 2 of 3
MBP-3 Attachments
Tips and Tricks Blog Series 2 of 3
MBP-2 G} Drop files to attach, or browse.
Tips and Tricks Blog Series 1 of 3 E3 Draft- Getting your Business Teams into JIRA Core.docx
MBP-1 21 kB 2 days ago
Intro Blog

Activity

Al Comments Work Log History Activity

+ (O Sheri added a comment - 2 days ago

Here is the first draft. Can you take a look?
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Automate the Builds + Deploy SAST

it Rollout-system

ut
ext

irmation

o

@ claudia

#36

@ Console Output

Skipping 1.196 KB.. Full Log
KoEtt1JQNjBwdnF2sVayAwD4vuoDpQAAAA==[Omskipping: [teamwiesn.com]

TASK [smtp-server : include] *%##sssssss sk ok f ko f ok f o s f s Rk R

skippin [teamwiesn.com]

TASK [ssl : include] **&¥xaxisikiiiki ki ki kaikkkaik ik Rk kR KRR KRR KRR KKK
Luded 1t-sys ! 3 1 S etu

cl var/lib/jenkins/jobs

eamv

TASK [SS'L . install SSl packageS] o o R R R R R R R R R R R R R R R R R R o R R o R R R R
ok: [teamwiesn.com] => (item=[u'ssl-cert', u'sslscan'l])

TASK [sS1 : INStall sS1 certificates] s s son oo oss son oo s s o on oo
ok: [IE‘SF"\-;IES"MCOF'] => (1tem=teamwiesn.crt)

TASK [ssl : Install ssl keys]
ok: [teamwiesn.com] => (item=teamwiesn.key)

TASK [ssl : Generate dhparam Kkey] ##&#ssas s ss s s s s s da ok dasa sa s a s sa s s sns
ok: [teamwiesn.com]

TASK [ssl : Check ssl forward secrecy key permission] ##s#sssssssssisssssssssss
ok: [teamwiesn.com]

TASK [ssl

kipping [tea

ACLud @] e e e R R

TASK [pip : Check to see if pip is already installed.] *****sxsssssssrssrssssrss
ok: [teamwiesn.com]

Vulnerability Type

Code Injection
Command Injection
Reflected XSS
SQUinjection

Connection String Injection

Method 1
v
Method 2
v

Source Object
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Agile + AppSec: A DevOps Launch
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A DevOps Launch
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Prioritization

BWCOKA

BEPOATHOCT fa ce CJiy4un

" BUCOKA
TEXECT Ha ehekTa

JIETEHJA:

. PUCKBT MoXe fa 6bae npeHebperHaT

pUCKbT TpsibBa fa 6bae aHanu3smpaH

. PUCKBLT TpsibBa fa 6bae ynpasnsBaH

Selected priorities

Remove all
| @ DEFCON-1
| @ DEFCON-2
| © DEFCON-3
| @ DEFCON-4

SECURE36D

Available priorities

Add all

i @ Blocker

i 1 Highest

| A High

| ¥ Medium
il Low

| @ DEFCON-5



What’s next?

Bill Sempf
sempf

QA Engineer walks into a bar. Orders a
beer. Orders 0 beers. Orders 999999999
beers. Orders a lizard. Orders -1 beers.
Orders a sfdeljknesv.

X +% Follow

0se 12415 # DEZNTNAE

8:56 PM - 23 Sep 2014

HI, THIS 1S

WE'RE HAVING SOME
(OMPUTER TROUBLE.

N

YOUR SON'S SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

SECURE36D

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Gtudents;-~ 7

~OH.YES UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.
\’I AND I H(PE
- YOUVE LEARNED
TO SANTIZE YOUR
DATARASE INPUTS,
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Thank You!

@jbenninghoff
jbenninghoff@mac.com



