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&> Adam Shostack - 1st
Leading expert in threat modeling + secure by design. Training « Consultin...

View my services
2mo- ®

What am | supposed to do here, Microsoft?

Serious question. This dialog fails every bit of #usable #security advice I've ever
seen.

1
Advanced Threat Protection - Safe Links

Verification of this link failed due to an error. Learn more

https://www.cia.gov/readingroom/docs/19950601.pdf

Skip verification

Cancel navigation

€E% You and 95 others 34 comments - 2 reposts
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&> Adam Shostack - 1st
Leading expert in threat modeling + secure by design. Training « Consultin...

View my services
2mo- ®

What am | supposed to do here, Microsoft?

Serious question. This dialog fails every bit of #usable #security advice I've ever
seen.

| O
Advanced Threat Protection - Safe Links

Verification of this link failed due to an error. Learn more

https://www.cia.gov/readingroom/docs/19950601.pdf

Skip verification

Cancel navigation
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OXALIC ACID

PCISGN! CAUTION!

ANTIDOTE~—Carbonate of soda, potash, lime, magnesia, chalk,
calcined magnesia, followed by demulcent drinks, white of egg or
milk. Apply heat to extremities, stimulants as needed.

CASE’S DRUG STORE, Main & Mulberry Sts.. Logan, O.
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KEEP HANDS and FEET AWAY
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MchAfee VShield

The file C:\Windows\Desktop\Eicar.com is infected
with the EICAR-STANDARD-AV-TEST-FILE virus. What
would you like to do?

<Clean> <Delete> <Continue> <Stop> <Exclude>

Figure 3-5. System Scan response options
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Why Johnny Can’t Encrypt:
A Usability Evaluation of PGP 5.0

Alma Whitten
School of Computer Science
Carnegie Mellon University

Pittsburgh, PA 15213
alma@cs.cmu.edu

J.D. Tygar'
EECS and SIMS
University of California
Berkeley, CA 94720
tygar@cs.berkeley.edu
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w Hierarchy of Controls

effective
Physically remove
the hazard
Replace
the hazard
Engineering __‘ Isolate people from
Controls the hazard

Administrative Change the way
Controls people work

Protect the worker with
Personal Protective Equipment

Least
effective
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Fig. 2. Communication-human information processing (C-HIP) mod-
el. (Wogalter et al., 1999b).
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This is an external email and may be malicious. Please take care when clicking links or opening

attachments.
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Rotating fan blade can
cause serious injury.

Keep hands clear.

Install guard before
use.

Turn off and lock out
unit before servicing.
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JParole

New sign in request for
jbenninghoff

Web

Annapolis, MD, US

Approve sign in?

Approve Deny

/| Remember my password on this device
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JParole

$Maps Lesa

New sign in request for
jbenninghoff

Web Browser

Annapolis, MD, US

Approve sign in?
Approve

/| Remember my
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¥ 4 W 905

Vera Zasulich (I

7,89:;%'%<=*00/>9<*)

If you knew when you began a
book what you would say at the
end, do you think you'd have the

courage to write it?
& Wed 6:28 PM

My turn will also come, | sense the
spreading of a wing
Wed 6:53 PM @

Q@ Yoursafety h Ve litch has changed.
® )0 @
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You clicked on You clicked on You clicked on
www.facebook.com-login.com www.facebook.com-login.com www.facehok.com
What is the website that you intend to access?

Which website do you intend to access? Pick from the ones below. > Please retype the domain of the website to confirm

Click and drag to select and highlight its domain with your
mouse

Go Back Go Back Go Back
(a) Clicking Task. (b) Highlighting Task. (c) Typing Task.

Figure 2: Three selected tasks for active URL inspection after clicking on a link.
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Overview

information-safety.org

Monitor and configure how Cloudflare processes your web traffic with the services in the menu.

2 =
( (B Review Cloudflare fundamentals 5]

24Hours 7 Days 30 Days 7 APRIL — 8 APRIL

Unique Visitors
264

Total Requests
179k
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v Compromised website o

This website was affected by a security breach since you last changed
your password. Change your password to keep your account safe. Learn
more about this security breach.

Change password on website Ignore
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@ Change this compromised password X

A security breach on this website has put
your current password at risk.

CI  Change now_
Change now
jbenninghoff ange no
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Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for

example, passwords, messages, or credit cards). Learn more about this warning

NET::ERR_CERT_AUTHORITY_INVALID
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Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for
example, passwords, messages, or credit cards). Learn more about this warning

NET::ERR_CERT_AUTHORITY_INVALID

Hide Advanced

This server couldn't prove that it's udm-pro.technomagik.net; its security certificate
is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Continue to udm-pro.technomagik.net (unsafe)
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Your connection isn't private

Attackers might be trying to steal your information from udm-pro.technomagik.net (for
example, passwords, messages, or credit cards)

NET:ERR_CERT_AUTHORITY_INVALID

Subject: unifiJocal
Issuer: unifilocal

Expires on: Jan 25, 2027
Current date: Feb 11, 2026

PEM encoded c
_BEGIN CERTIFICATE-——
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Fide Advanced [ cosack |

This server couldn't prove that it's udm-pro.technomagik.net; its security certificate
is not trusted by your computer's operating system. This may be caused by a
or an attacker your

Continue to udm-pro technomagik.net (unsafe)
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W This Connection Is Not Private

This website may be impersonating “udm-pro.technomagik.net” to steal your personal or
financial information. You should go back to the previous page.

Show Details Go Back
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& This Connection Is Not Private

This website may be impersonating “udm-pro.technomagik.net” to steal your personal or
financial information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is not valid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can visit
this website.
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SmartScreen can't be reached right now

Check your Internet connection. Microsoft Defender SmartScreen is
unreachable and can't help you decide if this app is ok to run.
Publisher: Blackmagic Design Pty Ltd.
File Type: .exe
App: DaVinci_Resolve_20.3.1_Windows.exe
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“Endless Sky"” Not Opened

Apple could not verify "Endless Sky" is
free of malware that may harm your Mac
or compromise your privacy.

Done Move to Trash
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“Endless Sky"” Not Opened

Apple could not verify "Endless Sky" is
free of malware that may harm your Mac
or compromise your privacy.

Done Move to Trash
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0 Notifications
m Sound
Focus

8 Screen Time

n Lock Screen
@ Privacy & Security
@ Touch ID & Password

Users & Groups

Internet Accounts
@ Game Center

® iCloud
@ Wallet & Apple Pay

\.J Keyboard

L)) Mouse

U Trackpad

|z Printers & Scanners

< Privacy & Security

L Speech Recognition
a Sensitive Content Warning

g Analytics & Improvements

Q Apple Advertising

? Apple Intelligence Report
Security
Allow applications from

ko) Filevault
\ Accessories

0 Lockdown Mode

Off

App Store & Known Developers £

On

Ask for new accessories

Advanced...

?
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[ BON < Privacy & Security

Q
g Analytics & Improvements

0 Notifications
m Sound Q Apple Advertising

c Focus

5 ) Apple Intelligence Report On
B Screen Time -
n Lock Screen Security
¥ Privacy & Security
; Allow applications from App Store & Known Developers &
Touch ID & Password
.
Users & Groups “Endless Sky" was blocked to protect your Mac. Open Anyway
@ Internet Accounts Apple could not verify “Endless Sky" is free of malware that may harm your Mac or

G o compromise your privacy.
@ Game Center

®» iCloud

ko) Filevault On
E Wallet & Apple Pay

& Accessories Ask for new accessories
) Keyboard
W) Mouse 0 Lockdown Mode
k) Trackpad

\J Printers & Scanners Advanced..  ?
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